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Mr'\}IATRANSCO
Mahara*ka SEb EMncry 1

Maharashtra State Electricity Transmission Co. Ltd
(CIN No.U40109MH2005SGC153646)

Annexure-A: (Scooe of the Work)

Sub: 'Renewal of existing Centralized Net Protector Endpoint Security protection
application for 600 numbers of Clients for one (1) year under EHV PC O&M Zone,
MSETCL's iurisdiction'.

..........'Scope of the Work' thereof

2. Renewal Period: Agency shall renew the application for the period of One(1J year. i.e.

from 25.7'1.2025 to 24.71.202 6

3. Installation: This application does not require first time 11'9 time installation at 600
locations as this is renewal. However, when MSETCL computers requires installation of
application, agency shall provide direct mobile number for installation. This installation will
be on remote basis. This service shall be inlnite time. MSETCL end users shall call this direct
number for application installation. No IVR or waiting base mobile numbers will be accepted.

4. Billing:
a) For renewal: After successful renewal of the complete application, agency shall

raise bills/e-invoices, in physical & through MSETCL Bill tracking System [BTS]
system.

b) For Installation: MSETCL shall pay'lnstallation' payment after the expiry of this
work order i.e. after One year.

c) Invoices will be processed in due time with respect to MSETCL standard terms &
conditions.

5. Orieinal terms & conditions:
a) Rest terms & conditions will be as it as per Corporate lD: pUN-M2g42

b) There will not be any change in technical specifications of product assigned vide
Corporate ID: PUN-M2842

c) Previous work order is attached herewith for rest of technical specification
& reference etc.

Poge l of1 :ScopeoJWork: Renewal Centrc lized Antivirus Solution

1. Renewal of existing centralised Net Protector Endooint Securitl, protection
aoolication:

aJ License details: MSETCL has installed 600 numbers ofclients for'centralised Net
Protector Endpoint Security protection application' having following details:

b) Corporate ID: PUN-M2842

cJ This application shall expire by 25.77.2025 [25 November 2025J
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II,I/\HATRANSCO

MAHARASHTRA STATE f,LECTRICITY TRANSMISSION (]()MPANY LTD
CIN No. U40l 09MH2005SC I 53646.
From:
Nrnc of Ollict: The Chief Engineer. EHV PC O&M Zone, Pune.
Ofllce Address: Administrrtive Building, Jr,r Floor, Block No.40t & 402. Rssta peth,
Pune-41 I 0l l.
Contrct No: 26066106,26062913,26061 lJ2(P), 26066596 (Fax)
Emall ld: ce un mah

*<.

r

th t)
Work Order -
p.O.No: gl()oot2ll6

To,
M/s. Nrvtej Commercirl Corporation,
l4l, Lonare Complex, Dahegaon Road,
Khaparl$eda, Nagpur- 44 I 102:
E-mall: -navteicc@)gmai l.com

Refr
!. Tender No.CE/EHV/PC(O&Myzone/Pune/TenderNo. I 3/2022-2-t( R FXNo.700002404 t )
2. Your response No. 4000127439
3. LOI CE/EHV/PC (O&M\lZaoelPune/Tech/ tSSt Dtd 12.9.2022

l. Scope of Work:
As per Annexure 'l' & Schedule .A

Ref No. CE/EHV/PC (0&M)/ZonelPune/Tech-lT/

?'? uov zon

Vslue of the Work Order:
The total value ofthc work order is limited up rg Rs. g,05,6l{/_ (Rs. Iight Lakhs Five
Thousand Six Hundred Fourreen Only, inclusive ol'CST). euantiry & ;mount can be
varied as per rhe actual work carried our by you & M.B. recording bv MSETCI.
representative. However. payment shall bc made as pcr aclual quantiiies executed &
measured as per the Company's rules.

Security Deposit: -
l07o ofthe amount of the Contract (RFX/l'ender) oricc (as per tender document

Pan Ill, Condition No. 8.1) i.e. Rs. 1,09,102.E0/- is ro be paitl as securiry deposir by

te33

sub: Supply, lnstallation, Mainrenance & Suppon lbr Clourl baserl Enrerprise/prol'essional
'Centralized Client Server Archilecturc Endpoinr Securiry prorecrion application for 600
numbers ol'Clients for dlree (]) years under EHV PC O&M /.one, pune MSETCL's
jurisdicrion.

Dear Sir,
With rel'erence to the above, rhe under.signed is pleased ro intbrm you that your

response for the Supply, lnstallarion. Mainrenance & Suppon tbr C'loud bised
Enterprise/hofessional 'centralized clienr Server Archirecrure Endgrinr Securiry proteoion
application for 600 numbers of Clients lbr rhree (l) years under El.lV pC O&M'Zone, pune
MSETCL's jurisdiction is accepred on rhe tbllowing lerms & conditions.

TERMS AND CONDITIONS

,,

I



Supply. lnstallation. Maintcnancc & Suppon for Cloud bssed Enrerprise/Prol'ession:rl Centralized Clienr Serrcr
n rchitccturc Endpoint Sccuritr prorcclion application lirr 600 numbers ol ( lienrs li,r three (.1)\ears under EHV
PC O&M Punc MSli l( 1. IUn sdiction

cash/DD/BC/RTCS in f-avor of Superintending Enginccr. EHV O&M Circle, pune.
No interest will be paid on this amounr and rhis will be retlnded after expiry of
guarantee period satisfactorily. tailure to fumish rhe secur.irl. deposit within rhe
specified period shall enrail ro lorli'ilure of rhe EMI) and canccllarion ol'the contracl.

Pleose note lhol, the % o! SD/PBG Ctouse of thu |eork t)r er moy be wty as
pet rules & guidelines issued by MSETCUGovt from time to time. Same will be
bintling on you

4. I ndemnity/Agreement BoDd:
For Satislhctory pertbrmance ol'the contract. you havL. executcd the lndemnity

Bond on a Stamp Paper with the MSETCL Company to carn out the contract in the
prescribed tbrm on non-judicial coun stamp paper ol'Rs.500/- al this ollice.

5. Work Completion Period: -
The validity of work contract is J6 months from rclusl rvork slsrting dete.

Once your application is "accepted " by resolving all rhe issucs ar all rhe ofliceVsires
of MSETCL,, that day will be considcred as srarr dare and solution will bt'valid fbr
3years there aftcr.

6. Supply of Meterial:-
lmmediately on receipt olthe LOI / Work Order. )our ()lficc shall take prompt

action in planning the work in consultation with the concerned Assislanl Programmcr
(lT'), EHV PC O&M Zone, Pune. lle should also takc stcps ti)r limely procurc'rnenl ol
the necessary material as per [,OliWork Ordcr and rools and planr. The
material/equipment shall meet the technical specilications ttached to the tender
document/RFx.

To avoid utilization ofduplicated non standard soriwarei irems. the software /
material supplied your orfice will be verilied on website by purring itern/soflware serial
no. on OEM wchsite. The materinl/softwa re to be supplied shall be of latcst
conriguratien / specillcalions & in original. Further. if the nrntori$ls/softwrre to
be supplied,by your office.from the scope of this acndcr, and if it is rvailable with
MSETCL dpring controct period, same will be utilized during execution of work

7. Execulion of the work:
I'he execution of work is to be planned in consultation with lhc Assistant Programmer
(11), Ellv PC O&M Zone, Pune alier verilying the safct) condirion. lhe rvork should
be canied out strictly tbllowing the standard pracrices. proeesscs and methods of'
MSETCL.

10. Time ls lhe rssence ofthqConlrrct:-
The time stipulated in the Contract for the completion oIworks shall be deemed to be
the essence dfthe fontrsct. The Contractor shall so organize his resources and perform
his work as,to complele it not later than the date agrced to.

9. Operating A uth0 ril)':
This contraa will b€ op€rated by thc Assistant Programmer (l.l-t. I--llV PC O&N4 Zone.
Pune.

8. Supervision,of the work:
The works Shall be under overall supervision, and shall be subject to the approval of
only Assistaht Prograrftrher (lT). El lV PC O&M Zone, Pune.



Supply. Insrallstlon, Malntcnancc dt.5uppofl lor ( loud bsscd L,nterpris€/Profassionitl ( entralized Client Scr\er
Atchitccturc Endpoint Sccurity protcction applicalicrn for 600 numbcrs ol'Clients li, lhree (.1)\'ears under EllV
PC O&M Zone.Pune MSETCL's iurisd on

12. Perfornrance Guarqnlee ltt lieu of Security Deposil:
I. The Performance Bank Guarantee for the pmpeg t'ulfillmenr ol the Contract shall be
fumished by your oflice in rhe prescribed form wirhin Fitieen ( t5) days ol'Norice of
Award of Contract-/[.etter ol'Award and belirre release ol'an1 l)it)nlclts duc including
the advance payment, it'any.. The pc'rlbnnancc Cuarantcc shall bc as pet.prolbnna
attached to the Bid Document. This guarantee shall be lbr an anrounl equal to l0% (ten
percent) of the Contract (RFVTendeo price or accepted bid rvhichever is higher.
However as per Circular No,2d34 Dtd. 0l .04.2022, rhe % ol' SD/pBC Claus€ ot' rhe
work order/tender may be vary as per rules & guidelines issucd by MSDTCL/CovI frorn
time to time. Same will be binding on ),our oflice.
2. The perfbrmance guorantce shall eovcr additionally the ti)ll()\\.ing guarantce (o lhc
MSETCL,
3. Your good office guarantees thar rhe sof'rware insralled by hinr shall be tiee liom all
detbcts in materials-software/worknranship and shall, upon rrritlen notice l.rom lhe
Owner, fully remedy free olexpenses to the Owner such defucts lhat are attributable to
the contractor within the period of guarantee spccified in thc rclevant clause of the
Contract.
4. The Contract Perlbrmance Cuarantee is intcndcd lo securc rhc perlbrnrance ol the
enrirc contrsct, Howevel, it is nor ro be consrrued as limiting the damages sripulated in
other clauses olihe Cpnpagr.
5. The Perfonnance curpanree sharr be rerurned ro your ollicc 90 days af'ter the end or'
the guarantee period. Thp MSETCL is not liable 1o pay any inreresr or compensarion ro
you.r olTice for rerginihg rhe perr'onnance cuarantcc aller rhc end ol'tht guaranreeperiod. r

6. The terrninatipn ol'lhe C-ontract on account of'Contractor's tlctault.shall nor enrirle
to your oflice tg rcduce,-the valuc oI the pe'formance guarsnrcc llor the iinre thereor.
1'he prtbmrance guaradtee shalr be valid ror rhe f'uI value and rbr rhc f.u periqd ol'
Contract including 90 days atier thc cnd of guaranree period.
7. ln the case of incrgase iI conlract value, your o.fllce shall !\ irhin j0 days liom. the
date ofamqndment letter, indicating increase in conrract value. subnrir rhe perlirnngnce
Bank Guarantee equivalent to r0% olrhe value ol'increasc in eonrract value. valid fur
period as indicated in clause,

I l. Guaranlee/Warrrnlee:-
a) Your oflice shall warranty that rhe software/matcrials/spalcs will be new and in

accordance with rhe Contracl documents 6nd will be free liorn delbcrs in material/
softwarc and worknranship lbr a pcriod of Three years tiorn the dale of final
acceptance of th€ works by your oflice OR for a period more than l'hree year as per
manufacturc's warranty of the software/ material.

b) Also, any defects developed due to detbctive materials ancl/rrr.rvorkmanship during
testing and commissioning & installarion or during rhe guarantcc period of l hree year
from the date ol final acceptance ot work OR as per manul'acture's warranty. shall be
rectified or made good by your ol'lice al your own cost.

c) Your office liability shall be limited to repair/replacemenr ol nt delective purt in his
own manufacturer or those of his sub-contractors and arisirrg lionr faulty. dedign.
materials andor workmanship. All costs fbr the rcpair and/or rcplaccnlent oIdefectivc
parts such as supply. installation & transponation erc shall be lo lhc accounl ol'your
office.

i.ti



Suppl). lnsrallation, Maintcnance & Suppon for Cltrud based Enterprisc/Prol'ession.rl (enrralizcd Clienisiner
erciiiccturc Endpoint Sccurirl prorccrion applicarion for 6O0 numbers ofClienrs li,r rhree (.1) years undi'lHV
I'C O&M Zonc.Punc MSEI CL'r iuri

8. After issue ofthe Notice of Award /Letter of Award of contract' ifyour olllde has

not submitted the Performance Bank Cuarantees within I 5 da1s. the action of '

cancellation of Notice ol'Award/ l-etter ol'Award will be initiate'd against your ollice

and S.D. i Bank Cuarantees u'ill be lirrlctted.

t

O&M Zbne. Punc.

13, Paymeot Terms:-
i. No advance.
ii. ii. 20% of the cost for supply and installation olantivirus shall be payable

within reasonable perio{t against the successlul installation and contiguration of
anlivirus License on server side o[ MSETCI-. subject ttr availability of funds.

iii. 80% ofthe cost for supply and installation ol'antivirtrs shall be payable within

reasonable period against successf'ul lnsullation, conliguration & assessment to

an(ivirus Licenses on all client side PC's ofMSETCL. subject to availsbiliti' of
t'unds. The rcas6nable period mentioned for payments shall be reckoned Qom
the date of sucieisftl clearance ot'verificatiln ol documents or drie hate

whichever is later.

14. Liquidrted Dlntagesr
Il'your office l'ails to complete all thc works within thc tirnc liatne s(ipulatid as

complelion period, the MSETCL shall levy liquidated damages lirr breach ol'Contract

without prejudice to any othel rights and/or remedies provided lbr the Contract.

The liquidated damages shatl be levied al %% (hall'percent) ol the total Contract price

per week of delay or pan thereot. subject to maxinrunr ol' l0% ('l en percent) of the

conlrscl price lbr the cntirc xope ol rrork dela1. l'he contrit(t nla) be ternlinated by

thc MSETC[, and the balancc work shall bc completed hy the orvner at the risk.and

cost ofthe Contractor in case the progress is nol to the satislbction ol the owner.

Thc penalty/t-D shall be as per clause attached to tcnder dor:utncnt.

15. Rlsk & Cost:-
In case you fail to complbte the work entrusted to you panly or tully' the undergilned

reservei the righr tq iet the balance rvork carried out through olher agency'and

dilTerence in cost t"ill be reiovered frpm your bill and S.D. ll'thc balance rcrriaihOd to

be rccovered the same shall be recovered lrom your any balartce payment in a[ dver

MSETCL.
16. Hindmnce of work:-

If the worli has to be suspell{ed due ro any reason. shut down erc. The MSETCLSha_ll

nor pay any compensation / Damage to the contractol townrds itenr like laboi,.idle

nrar;ri; Usojtware, vehicles etg. However in such casc the contrirctor will be paid tbr the

actualworkexccutedb}hinunderlhesupcrvision&tneasuredbyconcemed
Executive Engineer (Admin) & Asst Prograrnnter (l1')'

17. Dlspslch lnslructlon:
Your ofiice will have to supply the material as per scope ol'work to lhe site as informed

by the operatinS, auihoritY. 
'

Consignee:
ftle c"n?bqee f"r.the supplied ,material is the Assistant Programmer (lT), EHV PC

Quantilics:-
Iti luantiiies in6icared in the Schcdulcs are approxitnatc.rd onll indicatiic. Thc

actuai quantities may vaD. The pal,nrent will be done tbr thc rtcltral quanlity of work

exccuted successfully against services atrd suppll pan.

l9



Suppll. lnstallation. Maintenancc & Support lbr Cloud bascd EnrerprisaProl'essional Cenrralized Ctient Sener
Architccturc Endpoint Sccurir\ protlcrion applicarion for 600 numbers ofClienrs ti,r rhree (-1) l ears Lrnder EH\t
PC O&M Zon Pune MSETCL s ir-rrisdiction

20. Priec Vsriation:-
Price variation clause is nol applicable tbr this render.

2t. Conlractor's emDloyees:-
Your office shall employ and provide onsire only such entplo\!.0s rvho are skilled and
experiencad for execution and supcryision rtl'works. Your gt,otj ollice shall providc
housing accommodation to his employees. He/She shall also be responsible for any
injury / accident to his employces, payment ol'compensation s c(c. as rnay be requiretl
to be paid eventually, shall be bome by the your oftice itsell. your otlice should ensure
thst his stsffuses thc rcquisitc safery equipment. The employees should be duly insured
against any such evenluality.

Dsmages to Persors Bnd Property:-
Your oftce shall indernni! MSEl-CL against any losses antl clainrs regarding any
injuries ol'damage to any persons. material or physical tlanrage to any propeny
whatsoever which rnay arise out of. or in consequence ol'the execution ol'the work.
During execution of work any damage/loss lo Transrnissiorr Conrpany's propeny
occuB will be recovgred l'rum your bill.

22.

23.

24

Site CleBrance:-
Your office shall, during the.progress ol'work, keep the sirc rcasonably liee oliall
unnecessary-^obstruction 8nd slrall stgre the maleiial neatl), so us not lo cause.ony
obstruction for qormal working / operbrions.

Sub-letting of C{)ntrrct :-
The contraci, or any thereofshall not be assigned. translcrred. or.sutr - let wirhout thc
prior wqinen permission of the under.signed. Even il'such perrn ission is granted, it shall
be the responsibility of your oflice to whonl the work order u,as originally issued, ro
execute the works as per the terms olthe contract.

25. Force Majeu rc:-
The lbllowjng clauscs rvhich substantialli allcct rlrc pcrtirrnrlncc ol'rlre Conrracl shall
only be considered as {irlce nta.jcurc. conditions.
r) Natural plrenonrcna, inelu(ing but nor linrircd lo llo.ds. tht,ughts. cartht;Lrakcs and
epidem ics.

b) Acts ot. any Covemnrent, domcstic or lbreign. including bur nor limited lo war.
declared. or undeclared, quapntines, cnrbargoes. prot,id!,d thc parrl attecre! by..rhe
'Fotce N4ajeure'shall within llfieen (15)days from thc rrccurrcncc ofsuch a clausc,.
notify the other pan) in rvriling ol'such causc with sulllcicnf d,rctrrng,,,rO ,root

26. lnconrc Tgx, GS'[-'[DS and Labour Cess:-
lncrme .'l ax, GST-rDS and Labour cess as applicabre rvil hc rlcdrrcrcd tionr rhc bils

as per rqlcs &. rggularions. Allapplicable laxes & levics are (le(lucled (it'applicable) 
'ltlre r inre'of payrnenl.

21. 1'ttx rarialion:
No upward variation in taxes shall lr paid.

28. WorklrQn's Conrpensution lnsurence:- 'i

This insurance shall protecr your or)icc ugainst a crair,s irppricabrr' ,rrder thcworkrnbn's compensation Act r9.r8 or an)' anrcndnrent lhercrrr rris polic' shall alio



Suppll.lnstollaticiri Maioignance & Supfrx'forCloud based Enterprise/Prolessional Cenrralized Clien Scn.ct
Architccture Endf<iint Securitl, protcction application for 600 numbers ofClienls li,r threc (.1) )ears rinder EHV
PC O&M Zone.Ptne MSETCL's iurisdiction

cover your ofTice against claims tbr injury, disability. diseasc or dealh ofhis or his sub
oflice employees. which for any reason arc not covered under the Workmbn:s
compenMtion Act 1948. Thc liabilities shall not be less than \\/orknrcn s CompensdiOn
as per slalulory provisions. t

29. Compensation under workm€n's comp€nsation Act - l92J (Vll of 1923):- :l
Your office shall be responsible for and shall pay contpcrlrrlion ro his workman /
employee as per Act fbr injuries that nral be inllicting on the \\ orkntL,n, ln case il such
com pcnsation is paid by the 

.l'ransmissiotr 
Compan). as pcr l)rirrc ipals under subsection

( l) ol Section I 2 ol said Act. on beha lt ol')our oflice. the arnourrt tr l-such compcnsation
paid shallbe recovered in the rnanner laid in clauses.l ol rhe felerarrl scction oflhe Act.

it Dispules:-
All disputes and ditferences olany kind s,hatsoever arising out rrl or in conncction with
thc conract, whether during thc progress of lhe work or attcr its conrpletion and
rvhether before or alter the determination ol'thc contract. shall bc rcferred by the
contraclor to ChiefEngineer and the Chiel [:nginecr shall (within 110 days atier receipr
ol'the contraclor's replesentation make and notity decisions ol lll marters to by the
contractor in writing. .

32 Termlnrtlon of Coritrec(;-
The undersigbed- reseNes the right ofcancel lhe contract, after giving due notic.e to your
otlicq in the €vcnt olthe breach o[contract in any respcct or untlue delay in eiecution
of wark / starting, oi'the work.

Applicability of Gendral Condilions of Contrnct:-
NotwithstandinB anythinB stated herein. thc MSETCL's Cencral I'ernrs and Qonditicin
ol Contract shall be applicable to the contract. as thr as they lrc applicable to this
contragt also.

30. DetallsConfidential:-
Your olice sh4lltreat the Conlract and everything conrained thcrcin as private and
confidintial. lh panicular. your oftice shall not publish any intbnration. drawing oi
photograph conceming the works and shall not use thc sites lbr rhe purposc ol'
advenising except wilh thg written consent ol'the Engineer and subject to such
conditions qs he may prcscribe during the course ol'execution ot'conrract yourna/..
receive information of the confidential nature or proprietaD nature which is to.be .
used only durin! the course of execution ot'work iwhcnevei neccssary;. Such type bl
information is not to be disclosed u,ith other pany. Hence. al rhr. linle ofcontracl yot
will have to give undertaki,pg regarding non-digglosure ol'conlidunrial inftrlm4tion.

-l.t .l rr risrl iclion:-
All disputes, dill'ercnces relAted to the tendcr / conlract shall hc rtrtrjcct to the exclusive

.iuris{ictiot olPunc Distlict Court. l hu urtdcrsignctl leserves tl}( riqht to canccl lhc
tendtfr rvithout assiSning any rcasons thercoll

I'lca{d acknowledge thc receipt ol tlris n,ork orclcr. ll lorr lirilccl to corlrplcle thc
lorrnalities a| per tirms & cond it iops menl ioned atrovc u'ithin 07 da\ s ll onl thc dale ol' rece ipl
ol'rhis work,ptder,, it,will be presume that yo! ar:e not interested in cxccuting the aboye.said
u ork and ,nhefsig,leb is reserved the righl lo issue the Work ordcr trr other irrterested bidder.
I'lcasc norc tlial if hhy Case this ollice has to issuc a rvork order to otltcr irtlcrcsted biddir. thc

i
.tl 

,



Suppll. I Maintcnance & Suppor lbr Cloud bascd EnterpriserProl'essional Centralized Clicnt Scner
Architecturc Sccurit)' protection appl icat on lor 60O numhers ofClicnts li,r three (l) -,-cars under EHV

extra cost urs from it will be recover from you. ln no case, your claim will be entenained
after the prescr ibed period mentioned as above

Encl:- Schcdulc 'A' & Annexure'l'

Yuu Si

rikwad)

king you.'l-han

(-hict Ergineer
I1llV pC' O&M Zonc punc

Copy to:-
o The Superintendirg Engineer, EtlV O&M. l)unc/Solapur I I)rtr.1ccr/'l CC/C ivil Circlc,

Pune.
. Thq AGM (F&A). l:l lV PC O&M Zonc. Pune.
. The:AGM (HR), EHV PC O&[/t Zon.'. t)unc
o The..0xc.culive Engineer, El'lV O&M Dn- l/ll/pinrpri-Ch jnclrrr.ad/Manchar/R.S. Dn

Lonikand-l/Lonikand-l l/ChakarVJe.iuri /PAC-lil,AC-l I I)n. l)unc.
. The Executive Engineer, EllV O&M Dn So la pur/8aran)al ii l(.S. Dlt t_atnboti/pAL.-

lll Dn Solapur
. M/F:.



SupplS . lnsullation. Maintenance & Suppon lbr ('loud based L-nterprise,Prot'essi.,rr.rl ( cnrralized ( licnr Sencr
ArchitectuE Endpoint Security protection application for 600 numbcrs o, Clierlls ,i,r rhrce (.r) \cars under EllV
PC O&M Zone.Punc MSETC 's i!risdiction

*
M/T}IATRANSCO
Irv.r.r. S'rh trr6 rrr!,irs C. tr

Mrharushtra State fleclricih' Transnrissiorr (ir. t.ttl
EHV PROJECT CUM O&M ZONE. PI,NC

Anncx u re- |

Scope of Work
Endpoinr protection application should be of 'croud baserl Entcrprise/professionol

'Ccn tralized Clienl-serve r a rch itect u rr' (Herea fler a lso referrcd as . End poinl secu ritv
Solulion' Or 'Application') for J years. lypc ol'crpeclcd appliclrtion: tirnctionaliry wisc.
is like 'F-Secure Cloud []ased Ind lbinr securit\ solution' crc. l:r.rnrples nrcntiorred hcrc
is illustrative purpose only.

We have Sophos XG 2 l0 Firewall ar one location (approxinrarely I 80-200 Usen), so
applicstion should'be compatible'to the same tirewall & resr orhei locations are remore.
Application is to be installed on Remore Sites (officcs & sub-srarions ar scarrered locarions)
including Pune. Baramati. SolapLrr districrs. lx'rail lisr u ill be pn^ itted b1 MSE ICt. rvhilc
exccuting the work. Bidder has to visil evcrr lrrcalion t(r insrall thc ;rpplicalion & bidder will
be only pcrmirted for'online installation , il' ir is p('ssiblc lo MsE It'l. (Mosr of Ihc sites are
connected to'lnternet'). But, installation & supporr as pcr sc()l)( rrl work. will be thc
responsibility of thc bidder. Below nrenrioned .End point Securit.v Application, End
Polnt Security - Server, End Point Security - Client. Dnd point Sccurit-r- - Geneml &
Support Scrvices' should be considc'red ro hc in-line rvilh each orlrcr.

l) End Point Securiay Applicrtion:
a) Jhis Application should be of 'Cloud based E nrcr.pr.isc/l,r( )ltss iona I Clientserver

orchitecture' in line with Scope of Work. Servcr application soliwart (like bur'not limited to GUI inrirrlbce erc.) should, be insralled on exisring Computcr
presenl at lT Section. EHV PC O&M Zonc. pune. Anl 0rhcr rcquired device
&/Or license or anything (Lihc bul not lrllirud 1,, 'itn) other servcr..rapplication', 'any license'. .sotiuare. .Operating s\slul' ctc.). il'rcquired.

.should be plovided by Qidder Only, at his 'Own Cosr'. \o any orher device or

. hardware ft sofrware service/s rvill bc provided by MSE. l Cl_. Bidder may visir

. the sire ro be er undercund the serup belbre birj.
b) Application should ppc'jenr & providc enhanced prorccrion ro lhe contputers

.from all types ol'Viruses, now & in l'uture - Viruses. ran\()m\\are attacks. rvarms.-fro.lans. 
malwares, programnring cotles. remolr, co(lc c\r.culi(ln etc. Also.

.Application should havg latest up-to-date virus. lh'cats. rrralwarc dataltases or
,any such an update dataDase dectared by Central &/or Srare governmcnr of lndia
&/or Standard End Poinr Security prorocols declaretl h1 authenricatc agencics
by r inle to tinte.

c) Applicrtion should a'lio havc followiug functionaliti(s & Istturcs:
i) ,A,ccess control. WebsitF control. File l).pe c(.,ntr()l (c.g. c\!.). Wcb & (.atcgory

filter Iunctioqality. tJl(l- lllrcring. Apprrcarion conriorl ernair based e'err arin5.
blowsing prorccrion. ,Auromoric parching ot Wintlorvs Operating System
vulnersbil ics. .cenrralized Managcrnent Consorc. corrrnr.rr Disrributioo
Mechanism via combin4tion ol push & pull technologl,.

ii) Should perlbnn updates auronratically and run in the backgr.und without slowing
dorvn the-syst(rn. The updates shouldn r be causing prutrlcnrs or loss ol.prograni
liles. ll' tile damage oucurs the soriwilre sh.urd repair irsclf rvirh rhe newest
working updarg.

'I



Suppl1,. lnstallation. Maintcnancc & Suppon for Cloud bascd EntcrpriserProltssi(,ral ('cntmlized Clicnl Scrver
Architecture Endpoint Securitl- protection application for 600 numbers olClicnls r,,r thrcc (.i) )ears under EllV
PC o&M Zonc.l'lnc MSETCI, s iurisd

iii) Should be able to delect new classes of viruses hy nornral virus delinition update
mechanisms.

iv) Should be able to view all servcrs snd clienrs liorn one corrsolc ((iUl).
v) Should be able to perform manual or scheduled virus scans on individual

computers.
vi) Alerts on virus activity should be passed on to administrltr)r.
vii) Should. scan the body text and attachments ol incoming c-nrail nressages that are

delivered through POP3 / IMAP / SMTI'mail clients.
viii)Should scan in-mernory processes on disk lbr threats. ll threal is detecled, the

running proccss can be tenninated, saule way auto pla! should be initiated when

using, exlemal device such a CD/LlSB Jtn drive ctc.

ix) Should be ablc to strike a balance belwcen lhlse positr,'cs and lalse ncgatives.

"Falx positive" is when antivirus sotiwarc idcntrlles a no rrtalicious lile as a virus.

x) Shall provide priniing lbcility as well as saving the llle in rlillercnt lbrrnai includirrg

.doc/.pdf/;xls olvaiibus logs/activity reponyHislory ctl'Wcb trrorvsing'etc.

xi) Aulo Backup & Restore feature for tating backup ofall lh!'svslem files that arc

fi'equently us€d and stores thcm.
xii) Rcal firnq Anti-Virus & Anti-Spanr scitnnittg. Arrti-l'hi:hirrg. Wctr control. Weh

tratflc Scanning. USB Blocking / Whitclisting. (]onnection contlol over H1-IPS,

browser protectiolt, and nalicious web downloads protectitrn, Zero Day attack
prolectoj, falsc positivb control. lt should prevcnt ftonr all types of Virus & such

a catcSory.likc but not limited to spam. phishing.
xiii)lnternct Security.,to the End Points. Also. it shotrld havc an abilitl to clean.

puarantjne u delete viruses or lhreal!i. Also. should hc ablc to identity new

.originating viruses. ransontwares, \\'arnrs. malwares & all t1'pes ol'risks etc. and

should.have solulion lbl thenr.

xiv)lOn. demand'. scan option, 'Back up' lgcility, 'Lntail traflc scanning'

functibnal ily,.'Exglusion facilily' fora partictrlarapplicllrons & llles, prevenlion

from exicution of 'malicious code" centralized cvr"nt logging' to loriatc & curc

thrcat issue.

xv) Administrator should he ablc to initiatc 'virtts/thrc'llt s\\(eps lcrllotcl).
xvi) Applicdtion should be able to deploy policres lo cuch no.lc lrom scrvcr side.

xvii) Client's uninslilllation should be on 'passu'old' basis

xviii) Applidgtion should not make loss ol'any'user's data'
xix).rApplicatiop should show the name ol'End Point (Corllp(tcr Nanre) on Server

side to ideruify.
xxt hppliiario( shou lb have passrvord protcclcd, Botll Sct'rr.r rrhilc login & Ctient

while irnt,inirilling. Server side should bc passrrord prolcctcd.

xx il iApplicaliqD sllould support Microsoli Winclows lt',i8.lll0ll I Operating
;ivstems[OS), 

Aiso,, il. neweri versipn$ of Migrosoti OS arisc during the contract

ieriod,' [ppticorlpn should suppon to the newer versioir ol'oS too-

xxiil. Appticitioq should have Centralizcd Ileporting including vulnerabilitieb,

Sumniafy iEdrurp & M.anagement console Also. it shorrld provide nurnber qf
lnstall'6d I c Ijcrirs, -their stalus. last connccted status cli. ltcpons should bp

downlbAdhblQ.in. dqc/.pd17.xls li)rmut.
xxiiD Application shoutd'have interactivc GUI for all l'unetronalitics mentioned in

a scQpg,.. i ^. -

xxiv) dppfica(ion shouldno,t deletq user data unless requirctl b;'uscr.
xxv) epplicadionshould.suppon Activcdirector)



Suppll.Installqti
Archirccturc Ehd

on. Mainrenance & Su
point Securir) prorecti

Lppotl lbr Cloud based Enrcrpri$,'Prolessir, irl (-cnrralized Clictt Scir or
on application lbr 600 numbers ot'('lients ti,r thr('c (j) r.ears under EHV

2) End Point Security - Servcr:
a. Server should support minimun) 600 Clicnts sirnulrancuLr:lr 5nl(x)lhl).. And copy

of rhe same should be insratled at ll'server roonr. Adnrini,(rarive AuitUing. nairi
Peth, EHV PC O&M Zone. Pune.4lt0l t. MSL'l ('t

b Scrver applicatiorl should havc inlelaclivc Gtll lbr all lurcti(rtalitie s rnorlion!.d
in tlre 'Scope ol'Work'.

c. S€rver applicalion should l'etch all updales thxrugh OEI\1 ()nlinc a,tontalically &
Server application should conlinuous n.tonitor all clicnr, rcuurding an1 L,pdare t,,
them. updatc r'ike bur NO'r- rirrritcd t, r'i'us tratarrase et!.. l0 lhc crient shourd be
donc auaomatically. Servcr shoLrld bc abl,- tt.r push lll rlru policics to lh!. clienrs.
all & CroupWise Loo lvhcnever rcr;Lrirctl or.schcrlulcrl.

d. Sgrvcr application should show thc loral installed nurrrbcr ol Clienrs lisr. it.s
Active-lnactive State. Server application shoultl be able tt, citlcgorize clien(s in a
group. Means, ti)r a particular ollice. all clicnts shoLrlrl trc placctl in that group s0
all policies for thlt group aan h!'sr'pilratcl\ ([.ilc appli,,.liL,n. rrcb llltcr: coritrol
ctc, ) app lied

e. scrver applicari.n should br,'ablc ro pLrsh polie ics applic,l rr) illl rlicrr5 rhrough
rnain group ol all clients.

f. Server should have Cliqnrdelerc' l'acility.

3) End Point Sr:curii] - Clicol:
a. clicnls will lrc un Renrote sites irrclucling l)une & S.lir1 ,r (li\lriers. l)etail list

will be providcd by MSI:1Cl- whi[. cxtcuring a work.
b. Client application rvill bc installcd ()n c.rch and cvcrl e,rrl).rcr ol MSI: r('L t*

Bidder by visiting the site. Whcrevr.,r possiblc. bidrJcr (il, rakc llclnolc Scssion
for installatiorr ol the same. Old antivirus/[nrJ l,oinr Securiry rvill be firgr
iemovsd by biijder.

c, r\pplieation (8oth Sc'ler & elic,r) sh.ukl be ul) ro (llrlc ti.rr a larr,.,r Virus
databasc, [ansoll\ atc. Zero-day Jttilck. U/on.l1s. lvlrrlrrarcs. Spants etc. &
likewise caregorl,.

d clients should rcceive qu(nnalrc updatcs lionr ser\cr cn(l urs, ir should be ar![r
iible to update lionr ollM wcb support direcrry. irr cusc. iIserver appricarion is
nbt lunn ing.

e clicnt,packag"^isollrva'e shourrr bc singlc & sh.rr .trDpt,rr aI r.eiritic.;s
Iirentiorrsd in scope oJ'the wr)rk ilnd tclitlcd l() Ihc clicnl\.

{) End toint Securi11,- Ceneral tenlts. M$intensnce & Supporl Scn,iccs:
a. ,{pplicaljon rlill be nraintained & supported b1.Bidrlcr: Jurirrg u,holc contragl

lipriod irtchiding all types ofnrainrenanct & stippon likc bur n,rr iirnire.f ,,,r S...r.
Client irtstallatiorr. Any Updatc inslallation. llc-installatigrr. l, lchcs ipstitllation.
aly ittliltsltucture clrirnrrcr likc hrrl rrrrt Iirrrilc.l t() Lltitrlg(. rrr rt,rlir- ll). tircriall.
rietuork. deii.ucr, ire !lo^e at NlSl: lC l, stc.. tlrerr irce.r.li,sl.r applicuti.n &
i!s!alla.tion: changrs shouki bc donc b'bidcrcr at rris.rrrr c,sr crurinr rrh.rc
gqtllrac'l pcii,)d Bidder rvill p'ovide an .l:nrail 

I<i & Conracr nunrber.. lirr:Supporr
5ejr.;ige-^rlurilrg wlrole u(ulract period. MSI: lCt. rrsc's rrill corlacl .n iliesr,
rlLirubcr'5 &,cnrail.

b. 'CIienl {ppJic4rion,'. $ tth linle lo tintc update ihould be shiur.,tl on ( loLrcl (rx.Ol:M
welr5itc) at rlrei.r'',un:ccLrritl & cosl .b\ lriclircrsrr..s lr,.r\i.l.rt)lc ro !rStlci-
at arry 1irne, during conildct pcriotJ. Ilidtler shourd proircli\ cr_\ lrr)nitor', nraistail
& s,uppolr' rhe app licar ior1.



l'(' O&M Tone P,,n MS It- s iurisdictior

c. On.site Server application. its updates, rc-conliguration. \erviccs should beifuEn
by bidder during whole contract period. Suppon. comrnunicarion ro rhe QW, X
call logs, on-site engineer / technician arrangemenr lo bc tlonc ar tris own briit,tf|
bidder during whole contract period. Any tvpe ol'changes bv 'applicttiOnls
OEM'either technical or financial should by handled br tridtier ar his oWn cosfi

d. If any functionality or l'eature founrl missing lirllv or purrialll ltier insrallatioir
or start of service ol rhe Application. hidder has to dU at his ()\vn costl,oi Same
will be procured by MSETCL at Bidder's cosr. ln rhis casc. MSE I CL wil[not be
liable to pay ro bidder & nay penalize hidder as per MSt.'lCL srandard terms &
conditlons.

e. Supporl services should be liom India (['xcnrpred: Onlirrc updare trr anv online
service, f'rom OEM ).

f. Application should he tllll secured & nralch industrl srirrdlrds.
g. Bidder will obtain 'Work ('onrpletion Ccrtilicalc lionr l.-ach H.O.D.

(Superintending'Engineer / Erecutive cngincc'r) as per .{nncxurc 'A'. And wiil
submit consolidated count ollhe installed Clients while proccssing the'bills.' :

h. Application should not have been pruhilited hl Central (l anl State governoenl,
Public Sector Undertakings, qny legal body & by alv l[rnolrblc Co]utt. in Indih

5) Miscellaneous: 
,

a. Upgrrdc and Updates: Application solution should be tor uith three.ygais.wirh
tupg-rade & updates subscription.

b. Testing: The bidder wouligive demonslralion trl'the a1:plicution sotlwarb ins-talled
with full [unctionalities as per'scopc ol lhe work at prescrrhcd locations.. _ ..

c. Liccnsc: Thc application should bc liccnsed to l:llv l'( O&M Zonc, Pune,

MSETCL for lhree years. Ceni,icalc of l,icensc & Validitr. in the name olChief
Engineer. M.S,E.T.C.L.. Pune. Should bt'pnrvided lbr th!'\ame tirr application by
bidtler (Ce nilicate l'rom OEM is a ntandatory. lirr l-iccnse & Validityl.

d, trriining: An in-housc training of nrinirnum I da) to l l Scction. l:tlv PC O*.M
Zone, l)une. MSt:TCL.lirr day to da) opcralior.l and nrainte rrlnce ol'the application
is to be given by the bidqer.

e. Apillcgtlon Mrnogemqnl Scrvices: The Bidder will arlangc a visit ol'-feqhnical
protbssional.every Quaner. who would tlo randorn checl ot thc PCs, Servc/1and
lyilllive a r6pon ofinspection regarding satisfaclory workirrc ofapplicatiod. :

f. lnsfillafion Pcriod: The entirc installation to bc complcted rr'ithin ]0 dayS from
the issue of Work Order.

g. Thqbidder would reppjr/repove all.the cxis.tinS maltvarc.ti,rrrr thc systqrpS llqfb1e
inslhlling application & also uninstall Old applicatiorr. ;

6) Plan ning and 4+ploymcnt:
u. tqrq 5iOd.r shall subnrit a dctailed instollgtion stcps lirt' irrrtilllllion activity of

I'Lrll applicatiol- (\\'ilh datcs) rrithirr 7 dlis liorn thc datc ('l acscl)(anct (ifWork
Orde r arrd gel il iipprovcd lionr MSI: I-C l-.

b. The tridd!r shnll subnrit rrceklr Pr,,!rcsr rcpo[tr, ol tl)e lrrlrti(l ard also Lltc status

as on rhg schethrled dirtc ilnd actual datc ol each aclivit) (l(tlilitrs an1 dcviation

frqil baspline rientioncd abovc 51u1.

c. lt w ill .be .bidd e.r's total responsihilit> ltrr working out ar(l Scl it done ntacro and

rI iqrp levgl dat?ils ol'lhb proiect plan and the requircrrtcntr
d. ir ig"tlle,full rEsnoniihililr ol'hidder to Supply. lnstall. vllr)llirr & Suppgn this

appliialio{i l.o tl ' C (in't rac t Period .

Srrpph. lnsrallhrion, Mitintcnancc & Suppon fuiifouOts.a Uni"rprir" Protcssr,, .rr , 
"',,r,,f,r"a 

Cfi"ri".,.1.
Architccturc Endb,olnt Securilt prorection applicitri,rrl l(ir 600 llunrher\ (\l Clicnrr r ., rhruc (r) \cars u der EHv

-.--.--..:_{j-.-.*.
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Supply. I loud bnscd EnterpriserProlcss i,'ral ( entralized Client Serrer
ioo lbr 6O0 numbers ofClients tbr three (.1) ! cars under Et-lY

7) Opersaionsl Ac
a. Oper.ational

commtsston
b. Aftgrwa

ceptrnce of Applicstion:
accepmnce 

"will be sta cd oncc tirll applifilrion is
ed/deployed/installed with all resources and livc lbr all users.

bidder u ill inlornr lo MSI: l( 1. br Lnruil to
CC

s,

email raceived t'rom bidder to MSETCL.
d. During 'Operation Acceptance period', queries. il'raise'd. rvill be inlormed to

bidder on given email & bidder has to solve the qucrics inrnre'diately & intbrm to
MSETCL on above email lds.

e. Alier 2l days. il'no issues occurred/observed & all qur:ries have bcen rssolved,

MSETCL lvill intbrm the bidder aboul successtirl Operatronal acccplance ol'

c

t.

stating monitoring/starl
Operation Acceptanc€ period will bc liorl 2l da ich

application'.
No'Operational acceptance ol upplication will trc giren till ll qucrics /gaps

qq]!!]!' .r nrilhlrtransco. in
ol"Opcrat il)nal Application
\s lirrrr thc nc\t da) ort wh

d
ffi"

h

havc been resolved.

!t'proposed application lails to pass Opcrational Acceplittlcc lests tbr I ( lhree)
atteqplq, thcn MSE'fCL rnay penalizc the ycndor as pcl' stal)dard tcrms and
qonditions oI MSti'l-CL.
Eull Scope ol' the work should bc completed & applierrtitrn shoultl tlc lllly'
l'une tional before Septembcr 202 2.

f lirr gin
l,lll\ l'C O&M Zonc I'unc

l


